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Executive Summary



Development Standards & Practices Used
List all standard circuit, hardware, software practices used in this project. List all the Engineering standards that apply to this project that were considered.

Summary of Requirements
List all requirements as bullet points in brief.


Applicable Courses from Iowa State University Curriculum 
List all Iowa State University courses whose contents were applicable to your project.

New Skills/Knowledge acquired that was not taught in courses
List all new skills/knowledge that your team acquired which was not part of your Iowa State curriculum in order to complete this project.
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1 [bookmark: _heading=h.1v1yuxt]Team
1.1 [bookmark: _heading=h.4f1mdlm]TEAM MEMBERS 
Zach Hirst
[bookmark: _heading=h.dybwfuggqn90]Justin Templeton
[bookmark: _heading=h.5hcod65z5umd]Thomas Keeshan
[bookmark: _heading=h.njbolgsgvpg]Tyler Atkinson
[bookmark: _heading=h.cwyl6ojtbz3b]Kaya Zdan
[bookmark: _heading=h.9kxukjpa1z19]Matthew Nevin
1.2 [bookmark: _heading=h.sh0nwubf1mya]REQUIRED SKILL SETS FOR YOUR PROJECT
[bookmark: _heading=h.19c6y18]Coding proficiency
[bookmark: _heading=h.vt7l5coi2h9a]Power grid analysis
[bookmark: _heading=h.2sb8mxr5685w]Power grid creation
[bookmark: _heading=h.uzy6dumwuq1o]Analysis of cyber attacks
[bookmark: _heading=h.3hdy8mh7dj9l]Generation of cyber attacks
[bookmark: _heading=h.b0s707n4o1jd]Web Development (frontend and backend)
[bookmark: _heading=h.euiuijrjpxlh]Communication
1.3 [bookmark: _heading=h.3tbugp1]SKILL SETS COVERED BY THE TEAM
[bookmark: _heading=h.19c6y18]Coding proficiency (All)
[bookmark: _heading=h.vt7l5coi2h9a]Power grid analysis (Matthew, Thomas)
[bookmark: _heading=h.2sb8mxr5685w]Powergrid creation (Matthew, Thomas)
[bookmark: _heading=h.uzy6dumwuq1o]Analysis of cyber attacks (Kaya, Tyler, Zachary, Justin)
[bookmark: _heading=h.3hdy8mh7dj9l]Generation of cyber attacks (Kaya, Tyler, Zachary, Justin)
[bookmark: _heading=h.b0s707n4o1jd]Web Development (frontend and backend) (Kaya, Tyler, Zachary, Justin)
[bookmark: _heading=h.euiuijrjpxlh]Communication (All)
1.4 [bookmark: _heading=h.nmf14n]PROJECT MANAGEMENT STYLE ADOPTED BY THE TEAM
[bookmark: _heading=h.4klwhtlcpe6u]AGILE - SCRUM (SPRINT BASED)
1.5 [bookmark: _heading=h.37m2jsg]INITIAL PROJECT MANAGEMENT ROLES
[bookmark: _heading=h.p9l6t9r0d2zc]Tyler - Scrum Master
[bookmark: _heading=h.22u93jxxkdcp]Kaya - Webdev Manager
[bookmark: _heading=h.bfjtrdblfgb4]Zachary - Cyber Attack Simulation Manager
[bookmark: _heading=h.2a715ebpj7zy]Justin - Cyber Attack Generation Manager
[bookmark: _heading=h.yf5tmxs0zeee]Matthew - Powergrid Analysis Manager
[bookmark: _heading=h.ejybanah4gx6]Thomas - Powergrid Creation Manager
2 [bookmark: _heading=h.ui4v0r9nhg2l]Introduction
2.1 [bookmark: _heading=h.4f1mdlm]PROBLEM STATEMENT
[bookmark: _heading=h.yf5tmxs0zeee]Cyber attacks against the power grid are a growing concern.
2.2 [bookmark: _heading=h.vws7vso9yfw2]REQUIRMENTS & CONSTRAINTS
[bookmark: _heading=h.eomnttcwbugn]Use CyHelics to combine multiple substream programs and run concurrently (functional)
[bookmark: _heading=h.buufqx9dxdar]Include both power grid model analysis and cyber security-focused programs
[bookmark: _heading=h.n1dxbdaxhr3x]The simulation will be capable of handling multiple attack simulations, based on the OWASP top 10. (functional)
[bookmark: _heading=h.a8pvy01to89q]Create a power grid with several transmission models that connect with several distribution models and demonstrate proper power flow. (functional) 
[bookmark: _heading=h.fl8k19dubljd]Power Grid will include multiple load types. (functional) 
[bookmark: _heading=h.gyb0hc3olp7a]The power grid interface will be able to simulate different grid set ups (functional)
[bookmark: _heading=h.228idqddks7s]The interface must be easy to use for non technical users. (non-functional)
[bookmark: _heading=h.z8seyxy5kw87]The simulation will be tested in a VM environment. (functional, maintenance)
[bookmark: _heading=h.86ftyjb2ax8v]The user must be able to select how much of the grid they want to simulate an outage for, with specialized attacks for each one. (non-functional)
[bookmark: _heading=h.582lu1bcmvlk]The simulation will be integrated with cyber defense products such as Security Onion. (functional)
[bookmark: _heading=h.f6toow8clmj1]The simulation will be set up in a dockerized environment. (functional)
2.3 [bookmark: _heading=h.qw052vrnfl66]ENGINEERING STANDARDS
[bookmark: _heading=h.f6toow8clmj1]Helics and pandapower uses an open source BSD-3 clause license.
[bookmark: _heading=h.w74a248v2zf5]OpenDSS is open source, no listed license.
[bookmark: _heading=h.sedlc2xvcsir]MITRE ATT&CK Framework is an industry standard knowledge base for use in pentesting, gap assessments, threat intelligence/hunting, and more.
[bookmark: _heading=h.gv8rh4yz7y8l]OWASP Top 10 as a security guidance standard.
[bookmark: _heading=h.hkxpya10m31d]Python is an industry standard interpreted scripting language.
2.4 [bookmark: _heading=h.8mz8dthta37h]INTENDED USERS AND USES
[bookmark: _heading=h.paxizvlugkvn]Who benefits from the results of your project? 
[bookmark: _heading=h.on9tywmilkmr]The general population benefits from the project. It ensures that the companies running their power grid have substantial protection against attacks.
[bookmark: _heading=h.hjhgql6hie1u]Who cares that it exists? 
[bookmark: _heading=h.uemxshsw5m8q]Power grid companies, city planners, maintenance companies, city politicians, city citizens, researchers.
[bookmark: _heading=h.nu3vg94gu8oj]How will they use it?
[bookmark: _heading=h.6watib1izoz7]Find weaknesses, improve their grid, and Test future expansion
3 [bookmark: _heading=h.z2xaxxqdw7cx]Project Plan
3.1 Task Decomposition
Set up the VMs as a Dockerized environment
Set up and connect Helics with pandapower and OpenDSS
Create electric grid diagram
Analyze the power flow and design of models
Create smaller sections of the transmission and distribution grid
Co-Simulation between transmission and distribution models
Create a working simulation
Create a Kali/red team box that can perform attacks against the power grid
Set up security onion to defend against the attacks against the power grid
Frontend for attack modules
[image: ]
3.2 Project Management/Tracking Procedures
Agile Management Style
Allows for multiple adjustment periods to become acclimated with our software
Using the agile project management style allows for small parts of the project to be developed and tested continuously throughout the design process
Goals and tasks may become more advanced and in depth as we discover more in our project
Breaks our main tasks into smaller & more obtainable goals
We will use Gitlab to list tasks and track current progress
3.3 Project Proposed Milestones, Metrics, and Evaluation Criteria
Preliminary Grid
Simulate pre-existing transmission models
Simulate pre-existing distribution models
Simulate pre-existing load models
Both models co-simulate through the Helics software

Grid Design
Design several different transmission models
Transmission model demonstrates proper power flow
Several aspects can be analyzed such as power flow, faults, harmonics, and unbalanced  power flow
Design several different distribution models
Distribution model supports a dynamic load
Can use linear and nonlinear models
Design a dynamic load profile
Load will simulate real world loads such as EV and neighborhoods
Load will increase and decrease based on data collected from real-world loads
Simulation Set Up
Dockerize each simulation in their own environment
Attack Modules
Set up Kali box to perform the attacks against the simulated grid
Create a frontend interface to easily perform attacks against the grid
Defense
Set up security onion to detect the attacks against the grid
Create automated defenses
Send logs to centralized database and write rules to detect problems


3.4 Project Timeline/Schedule
	
	1/22-29
	2/5-12
	2/19-26
	3/4-11
	3/18-25
	4/1-8
	4/15-22
	4/29-5/6
	5/13-20

	Analyze pre existing transmission and distribution models
	Deliver by 1/29
	
	
	
	
	
	
	
	

	Analyze the power flow and design of models
	
	Deliver by 2/12
	
	
	
	
	
	
	

	Co-Simulation between transmission and distribution models
	
	Deliver by 2/12
	
	
	
	
	
	
	

	Working simulation
	
	
	
	Deliver by 3/11
	
	
	
	
	

	Set up VM and Dockerized Environments
	Deliver by 1/29
	
	
	
	
	
	
	
	

	Create and run attacks
	
	
	
	
	
	
	Deliver by 4/22
	
	

	Frontend for attack modules
	
	
	
	
	
	
	
	
	Deliver by 5/20

	Integrating security onion

	
	
	
	
	
	Deliver by 4/8
	
	
	

	Using security onion to detect the attacks
	
	
	
	
	
	
	
	
	Deliver by 5/20



3.5 Risks and Risk Management/Mitigation
Losing our VMs and our progress - 0.5 (moderate)
Mitigation: Create regular backups and VM snapshots
Using too many resources - 0.3 (low)
Mitigation: Being aware of our resources and making sure nothing runs out of hand


3.6 Personnel Effort Requirements

	Task
	Justin Hrs
	Kaya Hrs
	Matt Hrs
	Tommy Hrs
	Tyler Hrs
	Zach Hrs
	Total Hrs

	Set up and connect Helics with pandapower and OpenDSS
	5
	5
	2
	2
	5
	5
	24

	Analyze the power flow and design of models
	0
	0
	5
	5
	0
	0
	10

	Create smaller sections of the transmission and distribution grid
	5
	5
	30
	30
	5
	5
	80

	Co-Simulation between transmission and distribution models
	2
	2
	2
	2
	2
	2
	12

	Create a working simulation
	20
	20
	10
	10
	20
	20
	100

	Create a Kali/red team box that can perform attacks against the power grid
	2
	2
	0
	0
	2
	2
	8

	Set up security onion to defend against the attacks against the power grid
	0
	0
	0
	0
	20
	0
	20

	Frontend for attack modules
	5
	5
	0
	0
	5
	5
	20





3.7 Other Resource Requirements
High Performance Compute Cluster 
Used to perform analysis & testing on power grid designs 
Virtual Machines
Kali Purple Box (Pen Testing) 
Ubuntu & Windows HELICS/PandaPower/OpenDSS Hosts
Higher resource VM’s for Security Onion
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